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1 INTRODUCTION

TecoRoute service is used for remote administrabiomecomat PLC via the internet. The
service is provided by the company Teco for Tecdretrot and Tecomat TC700.

PLC system must be connected to the Internet, &cplibaddress or any additional hard-
ware (except the router) are not needed. The Pldorbes easy accessible for both programmers
and end users of the PLC by this way.
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How doesit works

PLC system is installed at a customer site anddag connected to the local Ethernet net-
work with access to the internet (as a any regigsktop computer). The PLC has to be set with
the login information for the service TecoRoutetWthese data, the PLC itself logs to the server
with the service TecoRoute. So the PLC will becawailable for remote access from the Mosaic
development environment or from a Web browser. Musaic also connects to a server running
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TecoRoute at the beginning of communication aner arifying the login data on this server it will
link with the PLC system.Similarly, the web browsiest connects to a server running TecoRoute,
which after verifying the login information and @ection of PLC links the selected PLC.

The benefits of using TecoRoute

For remote access to PLC system does not needthertechnical means.You only need a
normal Internet connection (such as a home roégublic IP address of the router is not needed,
in the majority of cases the need to set up théeras eliminated. Remote access via TecoRoute
stays the same even if you change your interneigboor if you replace the router for another one.
In addition, the PLC system is involved in the locatwork, which is not available from the Inter-
net, thus reducing the risk of hacker attack toRh€.

The remote access via TecoRoute service can regigroéicantly the travel costs of techni-
cians of system integrators associated with theifimation of user programs and configuring PLC
systems in the field. It significantly saves thediusually spent by technicians on the road.

The end user gets the option of remote supervsids controlled technology.

Account of the TecoRoute service

Any company (or single person) that wants to useémote PLC management via Tec-
oRoute, must have its own account on the serveontains the following information:

. a list of users who are authorized to use TecofRRseitvice
- list of PLC systems, which are available via Tecofe

Each user on the company account has allocate@afisg°PLC systems which can be ac-
cessed by him by specific applications (Mosaicws@r) authorized to use by him. Furthermore,
each user has assigned one of the following roles:

- the company account administrator

- the group administrator

- the user

Role of the Company Account Administrator

At least one user with the role of company accauaministrator has to be registered on each
company account. This is the user from the comsaaiy, who is allowed to perform the following
activities:

- add or take out other users on the account

- edit the data of individual users, including sejttheir roles

- assign the PLC to specific users

- grant applications, which specific users may use

- add or remove PLC systems on the account

- edit the data of each PLC

- create groups on the account

- allocate PLC and users to groups

- to use the service TecoRoute for remote acceBs@

Role of Group Administrator
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The user with the group administrator role hashslygless rights than the company's admin-
istrator.This may include the following rights:

- to add new PLC systems to the PLC group

- to change the list of PLC in a given group

- to change the list of users in a given group

- to use the service TecoRoute for remote acceBE@

Role of User

A user with this role is authorized to use the Femate service only for the remote access to
PLC. He is authorised by the Company Account Adstiator for applications which he can use for
remote access as well as the specific PLC systermghiich he has the access.He cannot perform
any editing on the company account.

2 OPENING THE ACCOUNT FOR THE TECOROUTE SER-
VICE

The condition for the use of the TecoRoute sergcthe account opened through a portal
httpJ//tecoroute.geostore.cz/portahon-secure connection) drttps://tecoroute.geostore.cz/portal/
(secure connection). When the web page at thataslds displayed on your browser, the login dia-
logue box for the service will appear (see theofsihg figure). On this web page there is also the
link for newcomers, which enable to create new camypaccount (marked in red).

Piihlaseni uZivatele

Iméno;

Heslo:

Advanced Automation

For opening an account, you must provide the fabhgwnformation to the company Teco:
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- information about the company

othe name of the company (including the ID and TAX |

othe address of the company

- information about the Company Account Administrato

othe name, surname, title of the Company Account idstmator

cemail and telephone of account manager

- the estimated number of PLC, which will be rempteaicessible through TecoRoute

All information provided will be used only for threeeds of the portal.

TECORoute - Registrace

Spolecnost

Mazev

DIC

(® Papisné ' Evidenéni

=]

Pijmeni I

@|

Prihlasovaci udaje

Prihlaseni

Heslo

Owvérenl

Predpokladany pocet PLC

& 1-2

L 3-19 L 20-59 . 60-119 . 120-499 ' 500

[ odesiar |

After the filling out and submitting the registi@ti form a confirmation of receipt of the re-
guest to create an account is sent on the em#ilegberson listed as the company's account admin-
istrator. This request must be approved by the Reate administrator - staff of the company Teco
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a.s. After they do so, the account is activated yandcan begin using it.information about the ac-
count activation is sent again by email to the gemsho requested establishing the account.

The company's account administrator can then adthet account other persons of the com-
pany which will use the account and allocate theenlbgin names and passwords for the accoun-
t.At the same time he defines the nhames and padsvabrthe account logins and passwords of the
PLC, which will be available through the TecoRos&vice. Each authorized user of the account
can grant access to selected PLC and also defieesetvices that the user can use. More specific-
ally, see the following chapters.

3 ACTIVITIES CARRIED OUT BY THE COMPANY'S AC-
COUNT ADMINISTRATOR

The activities described in this chapter can beedout only by an account administrator
after login to the account on the servetps://tecoroute.geostore.cz/portalhe following figure
shows the first page that is displayed after am@atcadministrator logs on.

L = El s Ei L
[ TECO Route x -
= 2ot MRy tecoroute.geostore.cz/portal/prehled.aspx

o, —_—
5 3 —
—

TECO ROUTE - Fiktivni s.r.o. - [ing. Tonik Novak (spravce spolecnosti)] Zménit heslo  Odhlasit

Administrator spolecnost
W prehled spoletnost

¥ Skupiny PLC (1) {_}- E] EJT |

& Fiehled ufivateld (3)
% Piehled zafizeni PLC (5) nazev spolenosti mésto  if die omezeni
Fiktivni s.r.0. 12345678 ne *

In the left part of the page you can choose tolaysthe following information:
- list of companies (fehled spolénosti)
- groups of PLC (skupiny PLC)
- list of users (fehled uzivate)
- list of devices - PLC (ehled zéizeni PLC)

The appropriate information is displayed in théntigart of the page. By clicking on the line
in the right part of the (company name), you cam agditional details, as shown in the following
figure.

It is possible to see in details:
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[0

| BiTEcoRoize * L e S s
€ — C [] tecoroutegeostore.cz/portal/prehled.aspx 7 =

Administrator spolecnost -
M Fiehled spoletnost
# Skupiny PLC {1)
@ Prehled ufivateld (3
% piehled zafizeni PLC (5)

Detall spolecnost | Omezeni I |iFivatelé
w Detailni prehled (idajfl vybrané spoletnosti
D 13

- details of companies (detail sp&testi)

- restrictions on the company account (omezeéni spol€nosti)
- user (uzivatele)

3.1 Editing of data about the company

The account manager of the company can, if necgssdit the information about the com-
pany.For this activity it must be selected "Comp&werview" (,Prehled spolénosti) in the left
column. Then click on the company name.

2

/[ TECO Route x Yo G
€ - C | [} tecoroutegeostorecz/portal/prehled.aspx o =

TECO ROUTE - Fikvni s.r.o. - [ing. Tonik Novak (spravce spoletnosti)]

Administrator spoletnosti M Administrator spolecnost - Prehled spolecnosti

W Pfehled spolednosti _ - 8.
S g 1y

# Skupiny PLC (1)

W Prehled ufivateld {3
B prehled zafizeni PLC (5
By clicking on the icon "Edit" (marked in red) thelogue box is opened in which you can
refresh the information about the company.

Fiktivni s.r.o, 12345678 ne
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Aktualirovat atributy spoleCnosti -3

Mazey IFiIl:ti\rrli 5.F.0.

& [12345678

oIc

Stat

MEsto

Llice

Cislo W =

=

e

ok ]| [lstomo]

3.2 Entering of new user on the account of the comp  any

Account manager can enter more users who will msetcount. To view the users who are
currently registered on the company's account s#list of users".”(,Rehled uzivatdi") in the left
part of the page.

o 15

/' [ TECO Route 3 =

&« C' [} tecoroute.geostore.cz/portal/prehied.aspx e

TECO ROUTE - Fiktivni s.r.o. - [ing. Tonik Novak (spravce spoletnosti)] Zmént heslo  Odhlssit

Administrator spolefnasti A Administrdtor spoleénost - Prehled uZivatelii

Wl Prehled spolefnost ) -
¥ Skupiny PLC (1) @ El 3 F
9 Prehled ufivateld (1) s J
BF Piehled zafizeni PLC (1) piihlaZeni celé jméno telefon e-mail

sprayce ing., Tonik Movak tonik.novak @sez 4

Next user can be added to the company's accoutitdikyng on the icon "Create new entry"”
(marked in red in the previous figure). A windowpaprs with the menu to add the new object, se-
lect the option "user" (,UZivatel®).
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Zalozit novy objektz

=
;ﬁ Skupina PLC
)

z’ Uzivatel

Zafizeni PLC
—

Then appears a dialogue "set up a new user" (,Aatbo¥ého uzivatele®). It is compulsory
to fill in the following items:
- login (pihlaSeni (pihlaSovaci jméno)
- password (heslo)
- user role (uzivatelska role)
ocompany account administrator (spravce spuisti)
ogroup administrator (spravce skupiny)
ouser (uzivatel)
- e-mail of new user (e-mail nového uzivatele)

ZaloZit nového uFivatele

Informace

»
i

Ffihla&eni

Heslo

Ovéfeni hesla

UZivatelska role

Titul

IJménao, prijmeni

Spoletnost Fiktivni s.r.0.

G5M

E-mail

| | Storno |

Newly created user appears in the list of users.Na@svnecessary to assign the PLC and the
application to the user, that will be authorizedise.Select a user by clicking on the corresponding
line in the list of users on the page "list of &Sdf,Prehled uzivatei).

10 TXV 003 38.02




TecoRoute service

") TECO Route *

= &l B tecoroute.geostore.cz/portal/prehled.aspx P =

Zmenit heslo  Ddhidsit

Administrator spolednosti
W prehled spolefnost
& Skupiny PLC (1)

W Prehled uzivateld (1)
% Prehled zafizeni PLC {1)

For the assigning of the PLC to the user the disofJpdate device" (,Aktualizovat za-
fizeni*) should be used, in which you select the PioGvhich the user will be able to access it. This
dialogue is called by click on the red highlighiedn in the previous figure. Blue highlighted icon
then invokes the dialog "Update" (,Aktualizovat ikpce®).

seznam plc
[ fiktivni_plc2 A
[ fikctivni_ple1 (prvni fiktivni)

For the assigning the applications to the usedil®g "Update” (,Aktualizovat aplikace®)
has to be used. The application that the usereilhuthorized to use has to be checked.

Aktualizovat aplikace R

seznam aplikaci
£ MosAIC -
[£f BROWSER

Thus the entering the new user is completed.

3.3 Entering of next PLC on the company account
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Account manager can enter more PLCs which wilabeessible over the account. To view
the PLCs which are currently registered on the @mgjs account select "list of PLCs".{ghled
zaizeni PLC") in the left part of the page.

= | =

Y [ TECO Route x

= C [ tecoro ute.geostore.cz/portal/pren led.aspx

Administrator spolednosti
Wl prehled spolefnosti
# Skupiny PLC (1)

& FPiehled ugivateld (2)
] - e - - .
“F Prehled zafizeni PLC piithlaZovaci jméno wyrobni &islo popis

Next PLC can be added on the company’s accountitking on the icon "Create new
entry" (,Wtvorit novy zaznam“) marked in red in the previous figguA window appears with the
menu to add the new object, where the option "P{,Z4iizeni PLC") has to be chosen.

FaloZit novy objekt:

ﬁ Skupina PLC

2 UZivatel
(‘} ivate

g Zafizeni PLC

Then the dialogue "register a new PLC" (,Registraoceého PLC") appears. It is compuls-
ory to fill in the following items:
- login (pihlaSeni (pihlaSovaci jméno))
- password (heslo)
- the type of PLC (typ PLC)
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Plc ] Misto ] Provoz ] Skupiryy ]
r~

Frihlageni fiktivni_plc2

Heslo TTI1]

Typ PLC CP-1000 &
Vyrobni dslo

Popis zarzeni

| O | | Storno |

Text written in the box "device description" (,Psmdizeni”) will be displayed in login dia-
logue box for selecting PLC we want to communicgith in the Mosaic development environment
or in Web browser. The new PLC is automaticallyigresd to the one who created this PLC. If
somebody else will work with this PLC over TecoRoatcount, you must select the corresponding
user on the page "list of users" and assign hirh@ #&sing the dialog "Update device" PLC. (,Ak-
tualizovat zéizeni PLC").

3.4 Entering new PLC group on the account of the co  mpany

The company account administrator can establistoapgof PLC. PLC group contains a list
of the PLCs and the list of users who are authdrteework with that PLC. After you add the next
PLC all users registered in the group are authdriaeaccess this new PLC After you add a user to a
group, that user is authorized to access to all,RilGich are defined in the group.

To view the PLCs which are currently registeredtbea company's account select "PLC
groups".(,Skupiny PLC") in the left part of the pag
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/[ TECO Route ® ‘\

= C [ tecoro ute.geostore.cz/portal/prehled.aspx

Administrator spolecnost
W Prehled spolednosti
#* Skupiny PLC

S Prehled ufivateld (2)
BF Piehled zafizeni PLC nazev skupiny e tvoiil I

The next group can be added on the company’s acbguiicking on the icon "Create new
entry" (,Wtvorit novy zaznam*) marked in red in the previous fegé window appears with the
menu to add the new object, where the option ,Ptdlig’ (,Skupina PLC*) has to be choosen.

FaloZit novy objekt: ®
% Skupina PLC

2 UzZivatel
: ivate
&>

4 Fafizeni PLC

—

Then appears a dialogue "establish a new groupl§Zztanovou skupinu®). In it, just fill in

the name of the group.

Spolefnost: Fiktivni s.r.0. B
Mazev skupiny Slovensko
Popis skupiny PLC umist&né na Slovenskul
OK ] ’ Storno ]

Just created group appears in the list of groupsliBiking on the line with the name of the
group, the group is selected by the blue line.
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" [} TECO Route 2

€« C' [ tecoroute.geostore.cz/portal/prehied.asps ol =

Administrator spoleénosti
Wl Prehled spolefnost
#° Skupiny PLC (1)

3 Piehled usivateld {2
BF Piehled zafizeni PLC

Furthermore, it is necessary to assign the uséhwogroup (red marked icon) and PLC
equipment (blue marked icon).By clicking you caud aders resp. PLC into the group.

Iménit uFivatele ve skupiné

£

=
seznam vZivateld skupiny
[ ing.. Movak Tonik .
[ Novotny Kare!

Zmeénit zarizeni ve skupiné -4

seznam plc

[ fiktivni ple1 .
[ fiktivni plc2

O fiktivni ple3

In this case the useng. Novak Tonfkwill be authorised to access PLCdikfivni plcl* a
»Tiktivni plcZ* (because he is registered in gro8fmvenskd. In addition, this user can be author-
ised for access to additional PLC that can be asditnim individually (see the procedure described
in section 3.3). To view a list of all PLC, to whithe user has access, select "list of users'eiteti
part of the page and select a specific user bkinficon the user in the list (the line with theeséd
user will turn blue). Overview of allocated PLC dms appears by clicking on the red highlighted
icon in the list of users.
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/[ TECO Route x 4 ¥
e =

&= C'  [J tecoroute.geostore.cz/portal/prehled.aspx

TECO ROUTE - Fiktivni s.r.o. - [ing. Tonik Novak (spravce spoletnosti)]

9

prihlaseni celé jméno telefon
Movotny Karel Movoiny

Administrator spolefnosti
W priehled spoletnost’

#  Skupiny PLC (1}

% Prehled uzivateld (2)
%F Prehled zafizeni FLC (4)

e-mail

ing. , Tonk Novak

Individually assigned PLC are green highlightedlimogue "Update of the PLC device" for
user "(,Aktualizovat PLC zdzeni“ pro uzivatelejng. Novak Tonfk PLCs assigned via PLC

group are grey highlighted as shown in the follayigure.

<

seznam plc

= fiktivni ple1
[ fiktivni plc2
[ fiktivni plc3
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4 CONNECTION OF THE PLC TO THE TECOROUTE SER-
VICE

PLC system, which should be available through #@Route service, must be connected to
the Internet. The router through which the PLCasrected to the Internet must have the outbound
TCP port 8080 enabled. PLC system must be registemethe account TecoRoute (see chap. 3.3

Entering of next PLC on the company account). In the PLC the login must be set which corres-
ponds to the data on the account TecoRoute. Sektentpgin data in the PLC can be done either by
SetPIcIP stand alone utility or from the user paogrof the PLC program using the TecoRouteLib
library. See more detail in the following chapter.

Firmware of PLC central module

Central module of the PLC Foxtrot must have thefare version 8.1 or higher. In system
Tecomat TC700 central modules CP-7004 a CP-7007 fivinware version 8.1 or higher can be
connected to th TecoRoute server. Connection @atimmunication unit SC-710x is not supporte-
dUpgrade of the firmware of Foxtrot central modatethe current version can be done by Firm-
ware Updater utility. Upgrade of Tecomat TC700 t&ndone by FirmUplC utilityBoth of these
programs can be found omww.tecomat.com

4.1 Settings data for the PLC logging by SetPIclP u tility

The Program SetPIcIP from version 1.2.0.28 allges to set login information to Tec-
oRoute. This program can run on a computer withvd&dows XP/2000/Vista/7/8, which is con-
nected to the same LAN as the PLC system.

After starting the program, the following windowpegars:

rE Set PLC IP E=REERTT
Scan Iililear About

' Local Area Devices ;I'-Setﬁngs-:l

| QL
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Pressing the "Scan" icon displays all PLC systaralable in the same LAN network as
the computer on which you are running the progratiPBIP. Alternatively, you can specify the IP
address of the PLC system (if known) in the inpeitdf"Local Area Devices". Then the information
of the PLC system with the specified IP addresksplayed, as shown in the following figure.

e

¥ SetPLCIP

Local Area Devices | Settings

192,168,33.155 a,

1]
Eﬂ 192,168.33.130

Network connection parametes
192.168.33. 156

4 255,255,255.0

E Ilgzlldalsglzl:l.l:l

i 192, 168, 33,201
eooflouTe connection pErEmeTens

= V=l route, tecomat. com

L B080

Click on the image to select PLC PLC system in Whicis necessary to set the login in-
formation for the TecoRoute service. The seleciatiesn is highlighted and it is possible to set up
the necessary information in the section "TecoRaot@ection parameters”. If this section is not
displayed, the PLC system with an older versiotheffirmware is connected to. That version does

not support connections to the TecoRoute service.
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Items in the ,TecoRoute" connection parametersehihe following meanings:

- Enabled
ochecking enables PLC to log to TecoRoute service
onot checked PLC will not connect the TecoRouteiserv
- Server
othe name of server, with running TecoRoute ser{nogte.tecomat.com)
- Port
othe number of the TCP port on which the serviagpisrated (8080)
- PLC name
othe name of the PLC
(must correspond with the data abletRLC on the TecoRoute account)
- Password
o password of the PLC
(must correspond with the data abloetRLC on the TecoRoute account)
- Description
o Additional description of the PLC
«Act on error
oenable TecoRoute service in the case of criticaren PLC
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f - =
29 st pLCIP EEEEN

LY

Local Area Devices | Settings |

192,168.33. 156 )

CP 1004

1l
j 192,168.33.156

Nietwork Connection parametsrs

1P-acdr. _1_92 168 33 156
'Ha!i 255 255 255 D
Gateway 192.168.33.200
Iﬂﬁ 192,168.33.201
pHce [7]
ecoRoute conmection parameters
Enzhled (7]
Senrs rnute tecurnat mm
Part BI.'.IBU
PLC name ﬁktl'u'ﬂl_pll_']
Pzszword sessssns
Desanption. popis plc |1
Azensmer [

Data are loaded to the PLC by pressing the ,Saven@ds” button. After writing the login
data, the PLC connects to the TecoRoute servigagiirminute.
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4.2 Setting data for logging from the PLC user progr  am

Parameters for logging of PLC to the TecoRouteiseryou can test and set from the PLC
user program using the library functions from TecofLib. This library is an inherent part of the
installation of the programming package Mosaic frarsion 2013.2.

This option is ready for occasional settings ofapaeters e.g. from the operator panel, which
is connected to a PLC. Another option is to continel connection and disconnection of the PLC to
the TecoRoute service by the contact connectedpuot iof the PLC or by sending SMS message.
Thus the PLC is enabled to connect only for necggsariod (it need not be attached permanently).
The logic of connecting and disconnecting to theoRoute service must be programmed in the
PLC user program. For detailed description seeltk& 003 83.01 Library TecoRouteLib or the
help of programming environment Mosaic.

4.3 How to test the login status of the PLC to the TecoRoute service

After setting up your login data to the PLC the PiAll attempt to connect to the service
TecoRoute. The current status of the connectiadhgdLC can be verified in several ways:

- by web browser

oby access to the web interface of the PLC in tlealloetwork - connection state is shown
in the system web page "Network"

oby connecting to the TecoRoute portditip://tecoroute.geostore.cz/portak- in the list of
devices the online / offline status of PLC is diggd.

- from the PLC user program

o by calling thefcGetTecoRouteStatiinction from the TecoRouteLib library.

4.3.1 Information about connection of PLC to the TecoRoute service on the
system web page

Each Foxtrot contains the system web page witic baformation about PLC. These page
can be accessed by the browser (Internet Explbnet-ox, Chrome, Opera, Safari, ...). Access to
these pages is possible after entering your namdgassword, which is the same as the user name
and password to the web pages created by WebMakéosaic (the web application in PLC).

PLC systems with firmware version 4.9 and highertam the following system web pages:

- PLC info (.../syswww/index.xml)

obasic information about PLC system

oinformation about the user/application program

- App profiles (.../syswww/set_ap.xml)

oinformation about the type and serial number ofRh€
oinformation about the installed application prddile
othe ability to add new application profile
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« Network (.../syswww/net_ifo.xml)

oinformation about setting network interface PLC

oinformation about TecoRoute services settings.

oinformation about the status of connection to theoRoute service

To display information about the status of the Ric@nection to the TecoRoute service, you
must enter the IP address of the PLC system h@atldress bar of the browser, accompanied by

the name of the system web page "syswww/net_infid.xithe following figure shows this page of
PLC at 192.168.33.156 IP address

E Opera l = | (=] ] |

| B Metwork Z |

= C o= | 192.168.33.156//syswww,/MNET_INFO. XML @
Network
PLC info_ — PLC system
App profiles : -
Network : DHCP enabled *
PLC IP 192.168.33.156
Logout Z MAC address
{ Mask IP 2552552558
00-0A-14-02-FF-F2
Gateway IP 192.1658.33.200
DNS IP 192.168.33.201
TecoRoute
_“_Settingh
Defined vl Service activated on error *
Server name route.tecomat.com : O8O
PLC name fiktivni_plcl

Description popis plc 1

—“—Status
Service enabled .4
Server IP 00.182.180.210:8080 Timer
Driver status establish 0
Service status connected 3904
Last error
Counters Tx G666 Rx 7 Break 45

© 2007 - 2013 Teco a.s.
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In the bottom of the page you can see the requmfedmation.In case the PLC is connected
to the TecoRoute service, the "establish" is digadan the "Driver status” field, "connected" isdi
played in the "Service status" and the field "Lexsbr" is empty (contains no error message).

4.3.2 Information about PLC connection to TecoRoute service on the service
portal

Another option, how to check if the PLC is conndabe not to TecoRoute service, is to log
in from the browser to the portalhtfp://tecoroute.geostore.cz/portaland show the page "Device
list" ( ,Prehled z&izeni"). For each registered PLC there is postethei PLC is connected to the
service (online) or if it is not available at thement (not connected, offline).

An example of such a page is in the following figur

4 @ TECO Route » \: \
& C | [ portal.geostore.cz/TECORoute/prehled.aspx?ur=CA Ay =

TECO ROUTE - Fiktivni s.r.o. - [ing. Tonik Novak (spravce spolecnosti)]

Administrator spoleénosti A Administrator SPOIEEM = Pfehbd zaﬁ’zenf PLC

W Prehled spoleénosti &

¥ Skupiny PLC (1) e : 7

& Frehled uzivateld (2) 7 . J

% Prehled zafizeni PLC (3) piihlasovaci jméno vyrobni Gislo popis typ online stav
fiktivai_plc3 fizeni Eisticky v Koling CP-1000 0 -
fiktivni_plct prvni fiktivni CP-1000 1 m
fiktivai_plc2 CP-1001 0

Note that each user sees in the list only PLC aigiad for him.
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5 APPLICATIONS USING THE TECOROUTE SERVICE

The TecoRoute service can be used for the conmeatithe programming environment Mo-

saic to the PLC for remote administration of anli@ggion/user program in the PLC.Furthermore, it

is possible to access the web server in the PL@G the browser through this service.

In order to use the service, the user and PLC traust a valid registration on the TecoRoute

account .Furthermore, it must be connected toehace currently PLC (must be online).

5.1 Mosaic

In a programming environment Mosaic the abilityaotess to the PLC via TecoRoute is en-
abled from from version 2013.2. For this case Mosaes TCP communication with the destina-
tion port 61682. Transmitted data are crypted (dweynot transmitted in open form) and they only
flow through the service. i.e. they are not savedtlte server and there is not analysed there.

Shortly said, the TecoRoute server "only" redireletta from Mosaic to the target PLC system.

In the project manager, you must set the "Connedtipe” to "TecoRoute". The other para-

meters have the following meaning:
- Thedomain name
othe name of server, with running TecoRoute ser{nogte.tecomat.com)
- Access name
othe name of the user to sign in to TecoRoute
- Access password
ouser password to sign in to TecoRoute
(access name and password must be registered andbent TecoRoute)
- PLC name
othe name of the PLC registered in the account TeatdR
- Port
othe outgoing port for communication (TCP port 61682
- Timeout
omax. time to wait for a response

An example of the login dialogue is in the follogifigure.

Manazer projektu  © L) Ll . A . - - - B =

-+ Adresa PLE: O T ;

Typ piipojeni: TecoRoute

-- Spolecna nastaveni TecoRoute

- Hw ; i Ffipojit

| Vb Fady PLC P | U] Jméno domény: [route tesomat com

; Fonfigurace HW ; Typ pfipajeni- Fiistupove fméno: lspravce

o e SIPLE - logické propojent ™ 5o port Odpoit :

E- S ~ Use Fiztupove heslo: i

[#- Prostfedi b =

- Dokumentace (™ Ethernet [~ Pamatovat heslo

B Sl Jméno PL: [fktivri_plc

™ Pot G
Timeout: 1000 i‘ s
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If we press the button next to the field for "naaig¢he PLC" (,Jméno PLC") Mosaic offers
a dialogue with the choice of the PLC. In the s#becthere are offered all the PLC, to which the
user has authorized access. At the same time élhegde contains information if the PLC is connec-
ted to the TecoRoute or not.

P T
TecoRoute wybér automatu

¥yberte ze seznamu automatd

Jrnéno automatu | Staw | Fopis

fiktiveri_plc OM-LIME  prvni fiktivni

fiktivri_plc2 aff-line

fiktiveni_ple3 off-ine  fizeni Gigticky v Koling

i 1 3

[ Pouze stay 'OM-LIMNE'
0k Zkusit znovu Stomo |

After selecting the PLC it is needed to press thitol "connect” (,Bipojit*) in the logon
dialogue box. Further work with the Mosaic envir@mhis the same as for all other connection
methods (serial, USB, Ethernet).

L

Editing the user/application program in the PLC

When you edit the application program via TecoRauenecessary to bear in mind that this
is a remote access, where the transmission routdtlées bit risky of failure of its technical
nature.Each data packet sent from the Mosaic mdPL.C system travels the Internet through sev-
eral routers and also the stability provided byltiternet connection provider plays its specifitero
(both on the side of the Mosaic and on the sidh@fPLC). So the failure of a transmission route
may occur even though the TecoRoute server is mgnmiontinuously without any failure.

If the route failure occurs during the loading afew program to the PLC and the online changes of
the program are not turned on, it may happen tl@PtLC will remain in the HALT mode, and will
not have the valid application program in the membr other words, the PLC will stop the control
of the technology and will not be able to do itiltite entire application program will be loaded
into the PLC again. This may cause a serious pmolelgpecially in cases when the connection drops
out for a longer period. For this reason, it isoramended to use the online changes of the PLC pro-
gram.If the application program in the PLC is reled with the online-enabled changes, then the
PLC control the connected technology during th@mdiag of the new programme (in accordance
with the original program). Only after a whole nevogram is loaded, the PLC switches from the
old user program to the new one.Therefore, if taagmission route failure occurs during the load-
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ing of the new user program the PLC proceeding®isstop and the PLC will continue to control
the technology according to the original program.

5.2 Web page browsers

TecoRoute service can also be used in the casewhsmecessary to browse the web pages
stored in the PLC from the browser.

In order to use the service, the user and PLC traust a valid registration on the TecoRoute
account .Furthermore, it must be connected to éiméce currently PLC (must be online).The user
must be authorised on the account to access theARdthe must be allowed to use the service
~orowser.

First it is necessary to subscribe the browseh¢olecoRoute server. Entattp:/froute.tece
mat.com:6168R2in the address bar of your browser. Then the luggiialogue to the service pops
up in the browser.

The meaning of each field is as follows:

« The user name

ouser name to sign in to TecoRoute

- Access password

ouser password to sign in to TecoRoute

(access name and password must be registered andbent TecoRoute)
- PLC name

othe name of the PLC registered in the account TeatsR

=

e o e |

/ B Login X Ik‘-._-—

| €= C [} routetecomatcom:61682/ =

TecoRoute: Vitejte a prihlaste se, prosim.

UzZivatelské jméno: spravce
Heslo: ~  [ewees
PLC jméno:
| Lagin |

L%

If the PLC name is not entered ("PLC name" figldeit empty) then the server services will
offer the next page with a list of PLC systems, alihare registered for the user to choose and log
on. Dialogue with PLC looks as follows:
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3

angin * 'r“_
= C [ routetecomatcom:61682/TR_SELECT. XML 7=
T Pfejete si, aby apli... | UloZit heslo | | Nikdy v pfipadé téchto stranek | x

TecoRoute: Vyberte PLC, prosim.

PLC jméno: | fiktivni_plc3 - fizeni Eisticky v Koling | = |
fikktivni_plc? - preni fikdivni
fiktivni_plc2 -

e i T i e e
- NZzenm Ci

fikitnmi plc:

Green highlighted line means that PLC is curreotipnected to the service (online).Red
highlighted line indicates that the PLC systemadsaurrently available through TecoRoute (it is- off
line, not connected).The currently selected PLGesyds highlighted by blue.

Clicking on the name of the PLC the system you wambnnect is selected.

. - . o ,

.'Irl. m Ll:lgirl % I"I\'—_ —— e
| = C | [} routetecomat.com:61682/TR_SELECT.XML vl =
F Prejete s aby apli.. |Ulozit heslo | | Nikdy v piipadé téchto strének |

TecoRoute: Vyberte PLC, prosim. i

PLC jméno: fiktivni_plc1 - prni fiktivni IEI

Select |

After pressing the button "Login" the connectiorthe selected PLC is proceeded and login
dialog box of the internal web server of the tafgeC appears (the same one as in the case of log-
ging that PLC from its local network). From thisimipthe browser is redirected to the web server of
the selected PLC.
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z Lagin * ‘I"q‘__

= C | [3 routetecomatcom:61682/syswww/loginxml vl =

Vitejte a prihlaste se. prosim.

UzZivatelské jméno:

Heslo:

| Login

Name and password in this dialogue box must mdtetsétting done by WebMaker tool in
Mosaic development environment.

i = = — IEIl E; 5

r‘ L K |
gy fiktivni_plcl / Index * % . |
| & C [} routetecomat.com:61682/index.xml oyl o=
Index
TEST = |
Logout :
Podsvit | © o
Teplota | 5.00 0.00
Vihkost 0.00 o.ago
o : i3 k
| —

After logging on to the web server of PLC its hopage appears. Now it is possible to work
in the same way as in the case of a browser coamheltectly in a local network.

For comparison we show how the same web page bks you access it by the browser
from the local network PLC.
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E Opera I_':' o=l |&r
d
4= ¢ === | @ 192.168.33.156/index.xml ®
Index [
TEST s
Logout
Podsvit 0 0
TEplDtEI O.00 O.00
UIthEt 0.00 O.00
4 I 3

We see that the only difference between that twgepas in the name of the page that is lis-
ted in the browser and in the caption of the pagarked in red). In the case of access via the Tec-
oRoute service the name of the PLC is automati@atjed in front of the name of the page. That is
for unambiguous identification of the PLC systemwioich the browser is currently connected by
the remote access.

Accessrestrictions of the browsing via TecoRoute

- Maximum 2 browsers can look into one PLC Foxttobtigh TecoRoute service at the
same time

- Images from web cameras (IP camera as the WebMudidject) are not available through
the TecoRoute service.

Thename and the password for the login from the browser

To sign in to TecoRoute each user has assignedi@iniser-name and password. If the same
name and password is also entered as an accesgséir the web pages in the PLC (in the Web-
Maker tool), then the user will be logged on at shene time both to the TecoRoute service as well
as to the PLC internal web site. This eliminatesgleting the next logging dialogue on to the Web
server in the PLC.In this case it is necessarytat user to have only one (or few) PLC set for ac-
cess through TecoRoute, the application usage @&isated only to hrowsef and his role was set
to "user" (uzivatet) (that is, someone who can make changes on tbeuat TecoRoute).This op-
tion is primarily intended for connection of encetss(operators of the equipment controlled by PLC
system). In other words, if the company has esthbtl an account on the server TecoRoute services
can offer access to the PLC via this account aasdbr their end customers.

Name and password that should be used both foimggm to the TecoRoute service and for
logging on to the PLC can have a maximum of 10 attars and may not contain the characters of
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national alphabets (only ASCII characters)Thisrretsdn is due to the capabilities of the current
Foxtrot types of central module.

The PLC control viatheweb interface

Setting the variables in the PLC using a web sémedr browser, it is also necessary to re-
member that, for remote access through a TecoRsmutace the failure of connection may occur.
The user/application program of the PLC must béteriso that any variable settings from the web
interface  will not damage the controlled when thenrection failure appears.

For example, if you're going to turn off the ligf¢which someone forgot to turn off) from the
browser when you leave the house, the failure @ictimnection in the minute you turn off does not
cause more serious problem. But if we contrahfijlof the bathtub, the connection failure occurred
after the opening of the valve and the user prograthe PLC do not check the overflow of the tub,
the connection failure can cause more serious damag

6 THE TRIAL PERIOD OF TECOROUTE SERVICE

TecoRoute service is now running in test operatiofhe aim is to test the stability of the
service in real conditions and get a first feedbiokn users.Users of the Tecomat PLCs have the
chance to try and decide whether it is convenienttfem to use the service during the trial opera-
tion of the service. During the trial operationg tinse of the service is free of charge. The erntleof
trial operation will be announced by e-mail to adistrators of individual accounts at least one
month prior to its termination. The end of triakipe is expected at the end of the 1Q/2014.All data
entered on the TecoRoute server during the triatatn of the service (user name and password of
the PLC, the names and passwords of users, theinase of interest will be seamlessly transferred
to the ordinary operation.

TecoRoute service is planned as a 24-hour/7 daygeewith reserved 4 intervals per year
for maintenance services. Maintenance service pilirbe published sufficiently in advance so as
to shut down the service does not cause problemssgrs of the service. During the trial period, it
is necessary to count with the possibility thahéy occur rare unscheduled service outage.
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